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" Type of Excluded Documents
= Sec1 (4):

Nothing in this Act shall apply to
documents or transactions specified in
the First Schedule by way of addition or
deletion of entries thereto.

Www.naavi.org o



Documents or Transactions To Which the Act Shall Not Apply
1. A Negotiable Instrument {Otherthana-chegue} (other than a

cheque, a Demand Promissory Note or a Bill of Exchange

T H E F | RST issued in favour of or endorsed by an entity regulated by the

Reserve Bank of India, National Housing Bank, Securities and
Exchange Board of India, Insurance Regulatory and
SC H E D U I_ E Development Authority of India and Pension Fund Regulatory
—_— and Development Authority) as defined in section 13 of the
Negotiable Instrument Act, 1881as defined in Section 13 of
! Se e S u b— the Negotiable Instruments Act 1881 (26 of 1881)
] 2. A Power of Attorney as defined in section 1A of the Power of
Se Ct I O n < 4 > Of Attorney Act 1882 (7 of 1882), but excluding those power-
ofattorney that empower an entity regulated by the Reserve
. Bank of India, National Housing Bank, Securities and Exchange
SeCt 1ON 1 ’ Board of India, Insurance Regulatory and Development
Authority of India and Pension Fund Regulatory and
TH Development Authority to act for, on behalf of, and in the
! 2 6 name of the person executing them.
3. Atrust as defined in section 3 of the Indian Trusts Act, 1882 (2

of 1882)
Se te m b e r 4. A will as defined in clause (h) of section 2 of the Indian

2 O 2 2 Succession Act, 1925 (39 of 1925) including any terstamentary
deposition whatever name called

S5—Any-contractforthe sale orconveyance ot immovable
: . |

www.naavi.org 5







Section 4: Legal Recognition of
Electronic Records

* Where any law provides that information or any other
matter shall be in writing or in the typewritten or printed
form, then,

* notwithstanding anything contained in such law,

* such requirement shall be deemed to have been
satisfied if such information or matter is

e (a)rendered or made available in an electronic
form; and

* (b)accessible so as to be usable for a subsequent
reference

www.naavi.org 7




Section 5
Legal
recognition

of Electronic
Signature

* Where any law provides that information or any other
matter shall be authenticated by affixing the signature
or any document should be signed or bear the
signature of any person then,

* notwithstanding anything contained in such law,
such requirement shall be deemed to have been
satisfied,

* if such information or matter is authenticated by
means of digital signature affixed in such manner
as may be prescribed by the Central Government.

* Explanation - For the purposes of this
section, "Signed", with its grammatical
variations and cognate expressions, shall,
with reference to a person, mean affixing of
his hand written signature or any mark on
any document and the expression
"Signature" shall be construed accordingly.

www.naavi.org 8



Section 3: Authentication of
Electronic Records




* Explanation - For the purposes of this sub-
section, "Hash function” means an algorithm
mapping or translation of one sequence of
bits into another, generally smaller, set
known as "Hash Result" such that an
electronic record yields the same hash result
every time the algorithm is executed with

SeC 3 CO ntd the same electronic record as its input

making it computationally infeasible

 (a)to derive or reconstruct the original
electronic record from the hash result
produced by the algorithm;

* (b)that two electronic records can
produce the same hash result using
the algorithm.

www.naavi.org 10




* (3)Any person by the use of a public key
of the subscriber can verify the electronic
record.

SeC 3 .CO ﬂtd * (4)The private key and the public key are
unique to the subscriber and constitute a

functioning key pair.

Www.naavi.org 11



Section 3A:;
Electronic

Signatures

* (1) Notwithstanding anything contained in section 3, but
subject to the provisions of sub-section (2), a subscriber nay
authenticate any electronic record by such electronic signature
or electronic authentication technique which-

* (a) is considered reliable ; and (b) may be specified in the
Second Schedule

 (2) Forthe purposes of this section any electronic signature
or electronic authentication technique shall be considered
reliable if-

* (a) the signature creation data or the authentication data are,
within the context in which they are used, linked to the
signatory or, as the case may be, the authenticator and of no
other person;

* (b) the signature creation data or the authentication data
were, at the time of signing, under the control of the
signatory or, as the case may be,the authenticator and of no
other person;

* (c) any alteration to the electronic signature made after
affixing such signature is detectable

* (d) any alteration to the information made after its
authentication by electronic signature is detectable; and

* (e) it fulfills such other conditions which may be prescribed.

WWWw.naavi.org 12



AADHAAR
111122223333

1. Online Request for
Digital Signature

5. Digital Signature &

Certificate
Biometrics

Or
orp

‘OTP ~One Time Pin

| Certifying
o | Authority

4. Issuance of Certificate

2. Request for Verified
PoA / Pol Data

3. PoA/Pol Verification

eSign Service Through eKYC

Providers

NEEW]

Response if
1:1 Match

successful

Aadhaar
eKYC

13



How does a
Digital

Signature
look like?

01001010 01011010 01000010 01000101 01001110 01011000 01110101
01110000 01010101 01110101 01010110 00111000 00111000 01101100
01110100 00110010 01001101 01101100 01110110 01010011 01010101
01000101 01100100 01001100 01001010 01001011 01100001 01110010
01001010 00101011 00111000 01010000 01101000 01001100 01100011
01110011 01001000 01100100 01000011 01111010 01010110 01110000
01000111 01101011 01101111 01010100 00110010 00111001 00110000
01011000 00101111 01010000 01001011 00110100 00111001 01110011
01100011 01111001 01110101 01010010 01001110 01111001 01100100
01010100 00001101 00001010 01101110 01110111 01100111 01010111
01100011 01101010 01001001 00101111 01000100 00101111 01101001
00111001 01110110 01001111 01100011 01000101 01101100 01101101
01110100 01000011 00110011 01000100 00101111 00110111 01010010
00110001 01001001 01110000 00110010 01011010 00110111 01000100
01001010 00101011 01011010 00110101 01011001 01101000 01101011
01110001 01110110 00101011 01100110 01101000 01011000 01101101
01000001 01010010 01111000 01101010 00101011 01111000 01110111
01011001 01000101 01010000 00110001 01001101 01100110 01000111
01111000 01001101 01110110 00110111 00001101 00001010 01001000
01010110 01001000 01001010 01111010 01010010 01100100 01011010
01000001 01110101 01010100 01010010 01110001 01100100 01011000
01001101 01110101 01000100 01100010 01100110 01100111 01010100
01010111 01101110 01110000 00110001 00111000 01010001 01011000
00110001 01010101 01110000 00110101 01001011 01010101 01011000
01100110 01011001 01100111 01101001 00110001 01101011 01010001
00111101

* A binary representation

www.naavi.org
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How does a
Digital
Signature look
like?

WWW.naavi.org

Naavi

&

” ( v’{ o

"

C
'l
- 4

Digitally signed by Vijayashankar Nagarajarao Shankaranarayanappa
DN: c=IN, o=Personal title=5824
pseudonym=d13cc10c4ef1030c0b205f8598adde 797200¢ 104,

2.5.4 20-4cafa42b450c62d67 1 3de56¢c944d 7ac01 75134cccB8733807b5
efdc2a62947975, postalCode=560050, st=Kamataka,
serialNumber=b4b30b619771293besf3a37a5679bbfasc2 1daa73d6c
684df9326da3esccal 18, cn=Vijayashankar Nagarajarao
Shankaranarayanappa

Date: 2020.11.23 16:50:16 +0530

15



* It is not a Scanned form of a Signature

* It is a variable
* |t is document specific

Www.naavi.org o



Technology Behind Digital Signatures

 Digital Signature System is built on the foundation of two technologies, Hashing
and Asymmetric Crypto System

Digital Signature System

Asymmetric
Crypto-
System

NEE www.naavi.org



Digital Signature Definition

*Digital Signature
* Of a document of a person
°|s

* The hash value of the document encrypted with the private
key of the person

NEEY www.naavi.org



* A Certificate issued by a “Certifying
Authority”

* A Serial Number
* Certification path

D|g|ta | * Containing the public key with a warranty
. that the holder of this certificate has a
Slgn ature corresponding private key

e Details of the holder (including the name,
email address)

e Algorithms used for hashing and
encryption

e Path to the Certification revocation
register

Certificate

Naavi 19



Digital Certificate

General | Details | Certification Path General | Details | Certification Path General | Details | Certification Path

" Certificate Information £ Certificate Information ;‘ Certificate Information

This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer * All application policies * All issuance policies
* Protects e-mail messages » All application policies
* Document Signing

Issued to: NAGARAJA RAO VIJAYASHANKAR 532509 Issued to: (n)Code Solutions - A Division of GNFC LTD. Issued to: CCA India

Issued by: (n)Code Solutions - A Division of GNFC LTD. Issued by: CCA India Issued by: CCA India

Valid from 10/30/2006 to 10/28/2008 Valid from 10/20/2004 to 10/11/2009 Valid from 7/5/2002 to 7/4/200%

iInstaII Certificate...| | Issuer Statemen ) i\InstalI Certificate...| | Issuer Statemen {Install Cerﬁﬁcate...i

Learn more about certificates Learn more about certificates Learn more about certificates




Certification path and Root Certifying
Authority

General | Details | Certification Path General | Details | Certification Path General | Details | Certification Path

Certification path Certification path Certification path
(5] CCA India ] CCA India (5] CCA India

_glJ {n)Code Solutions - A Division of GNFC LTD. »_._»‘J (n)Code Solutions - A Division of GNFC LTD.
_;a‘J NAGARAJA RAO VIJAYASHAMNKAR 532509

Certificate status: || Certificate status: Certificate status:

is certificate is OK. | is certificate is OK. is certificate is OK.

Learn more about ce Learn more about certifi f Learn more about

NEEV



Digital
Certificate..Details

-
Certificate L=
— .
| General | Details | Certification Path |
Show: |<All= v
Field Value =
I i__;' Version V3 =
" é'_;_ISeriaI number 4175cb 4e
' Lj Signature algorithm shalRSA
]:_I Issuer {n)Code Solutions - A Division ...
L__! valid from Monday, October 30, 2006 1:...
E_-“! Valid to Tuesday, October 28, 2008 1...
;:‘} Subject NAGARAJA RAO VIJAYASHAN...
=1 oy ihlie keav RSA £1N74 Rite) B
CN = NAGARAJA RAO VIJAYASHANKAR 532509
OU = Director
QU = Class IIa
O = (n)Code Solutions CA
C=IN
Edit Properties... [ Copy to File... ]
Learn more about certificate details

22



Certificate

General | Details | Certification Path

General | Details | Certification Path

Show: | <zaAll> v Show: | :::AII} - |

Field

Value Field Value

&1 Private Key Usage Period 30 22 80 0f 32 30 30 36 31 30... Version V3

(x| Netscape Cert Type SSL Client Authentication, SMIL... Serial number 4175ch 4e

(&r)|Netscape Base URL https://ncodesolutions.com/cd. .. Signature algorithm shalR5A

41 |Netscape Revocation URL dientcgi.exe?action=checkRe... Issuer (n)Code Solutions - A Division ...

(&1 Enhanced Key Usage Client Authentication (1.3.6.1.... Valid from Maonday, October 30, 2006 1:...

31| Subject Alternative Name RFC822 Name=naavid@gmail. ... Valid to Tuesday, October 28, 2008 1...
S ome more 5i | CRL Distribution Points [1]CRL Distribution Paint: Distr... Subject NAGARAIA RAO VIJAYASHAN. ..

Antharity Kev Tdentifier KewlN=4s Qe NN 22 f2 7Q 12 ¢ Buihlic lew BSa (1024 Rite)

Deta”S [RFC822 Name =naavid @gmail.com a0 81 89 02 81 81 00 bd 0z 27 24 23 b9 1lc -
15 6b BEY atb fe <9 3f D= bY do 83 08 13 ab
77 ec Ba bE 18 ag 33 17 Sc da 21 90 98 b9
fe f6 7o =9 95 98 A1 81 65 ed 31 29 45 26
(29 ab d9 58 8c Y9a 51 7e 21 61 24 1d ef ke
!32 b4 f6 51 0= 78 al be 95 f1 a9 eb 23 3f
|dé 37 6d 4c 92 2e 01 b 3a c? 34 dé ef cf
22 62 50 47 06 fd c0 94 of 27 38 75 6a db
=7 dd 82 dc 37 6o 0f le 28

j Copy to File... Copy to File...

Learn more about certificate details Learn more about certificate details




* A digital signature shall be deemed to be a secure
digital signature for the purposes of the Act if the
following procedure has been applied to it, namely:-

* (a) that the smart card or hardware token, as the
case may be, with cryptographic module in it, is
used to create the key pair;

 (b) that the private key used to create the digital
signature always remains in the smart card or
hardware token as the case may be;

* (c) that the hash of the content to be signed is
taken from the host system to the smart card or
hardware token and the private key is used to
create the digital signature and the signed hash is
returned to the host system;

INEENY] 24



Secure Digital Signature (Notification of October 29, 2004)..contd

e (d) that the information contained in the smart card or hardware token, as the
case may be, is solely under the control of the person who is purported to
have created the digital signature;

 (e) that the digital signature can be verified by using the public key listed in
the Digital Signature Certificate issued to that person;

* (f) that the standards referred to in rule 6 of the Information Technology
(Certifying Authorities) Rules, 2000 have been complied with, in so far as they
relate to the creation, storage and transmission of the digital signature; and

* (g )that the digital signature is linked to the electronic record in such a
manner that if the electronic record was altered the digital signature would
be invalidated.

NEEV
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Law of Cyber Contracts

www.cyberlawcollege.com



 Where in a contract formation,
* the communication of proposals,
* the acceptance of proposals,
* the revocation of proposals and acceptances,
e as the case may be,

* are expressed in electronic form or by
means of an electronic record,

 such contract shall not be deemed to
be unenforceable solely on the
ground that such electronic form or
means was used for that purpose.

www.cyberlawcollege.com naavi@vsnl.com 28



*Sec1l
e Attribution of Electronic Records

* An electronic record shall be attributed to the
originator

*(a)if it was sent by the originator himself;

*(b)by a person who had the authority to act
on behalf of the originator in respect of
that electronic record; or

*(c)by an information system programmed by
or on behalf of the originator to operate
automatically

www.cyberlawcollege.com naavi@vsnl.com 29



Time and Place of
Contract

ge. naavi@vsnl.com 30
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www.cyberlawcollege.com

e Save as otherwise agreed to between the
originator and the addressee, the dispatch of an
electronic record occurs when it enters a
computer resource outside the control of the
originator.

naavi@vsnl.com 31



www.cyberlawcollege.com

e Save as otherwise agreed between the originator and the
addressee, the time of receipt of an electronic record shall
be determined as follows, namely —

* (a)if the addressee has designated a computer resource
for the purpose of receiving electronic records

* (i)receipt occurs at the time when the electronic record
enters the designated computer resource; or

* (ii)if the electronic record is sent to a computer resource
of the addressee that is not the designated computer
resource, receipt occurs at the time when the
electronic record is retrieved by the addressee;

* (b)if the addressee has not designated a computer
resource along with specified timings, if any, receipt
occurs when the electronic record enters the computer
resource of the addressee.

naavi@vsnl.com 32



* Save as otherwise agreed between the originator
and the addressee, an electronic record is
deemed to "be dispatched at the place where
the originator has his place of business, and is
deemed to be received at the place where the
addressee has his place of business.

www.cyberlawcollege.com naavi@vsnl.com 33
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* The provisions of sub-section (2) shall apply
notwithstanding that the place where the
computer resource is located may be different
from the place where the electronic record is
deemed to have been received under sub-
section (3).

naavi@vsnl.com
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* For the purposes of this section - (a)if the
originator or the addressee has more than one
place of business, the principal place of
business shall be the place of business;

* (b)if the originator or the addressee does not
have a place of business, his usual place of
residence shall be deemed to be the place of
business;

e (c)"Usual Place of Residence", in relation to a
body corporate, means the place where it is
registered.

www.cyberlawcollege.com naavi@vsnl.com 35



* If the sender has prescribed a form in which
acknowledgment has to be provided, sent message is
valid only on receipt of such acknowledgement...

* Otherwise, any form

 If acknowledgement has been mandated,
message is deemed to have been sent only when
such acknowledgement is given

* if no acknowledgement form has been specified or
time has been specified for acknowledgement and
Acknowledgement has not been received

* if the sender has to revoke it,

* He needs to send notice of revocation

www.naavi.org INEEW] 36



Civil
Contravention

INEEVY 37
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S43: Penalty
and
Compensation
for damage to
computer,
computer
system, etc




Sec 43..contd




Sec 43..contd




Section 43A




Explanation:
-or the
ourposes of
this section

WWWw.naavi.org



Reasonable
Security
Practice under

43A




Adjudication




* (1)For the purpose of adjudging under this
Chapter whether any person has
committed a contravention of any of the
provisions of this Act or of any rule,
regulation, direction or order made
thereunder which renders him liable to

Se C 46 Powe I pay penalty or compensation,

* the Central Government shall, subject
tO Ad . u d | Cate to the provisions of sub-section(3),

J appoint any officer not below the
rank of a Director to the Government
of India or an equivalent officer of a
State Government to be an
adjudicating officer for holding an
inquiry in the manner prescribed by
the Central Government.




Sec 46..contd

(1A) The adjudicating officer appointed
under sub-section (1) shall exercise
jurisdiction to adjudicate matters in
which the claim for injury or damage
does not exceed rupees five crore

* Defines Pecuniary Jurisdiction
limitation

Provided that the jurisdiction in respect
of claim for injury or damage exceeding
rupees five crore shall vest with the
competent court.



Sec 46..contd

(2)The adjudicating officer shall, after giving the
person referred to in sub-section (1) a reasonable
opportunity for making representation in the
matter and if, on such inquiry, he is satisfied that
the person has committed the contravention, he
may impose such penalty as he thinks fit in
accordance with the provisions of that section.

(3) No person shall be appointed as an
adjudicating officer unless he possesses such
experience in the field of Information Technology
and Legal or Judicial experience as may be
prescribed by the Central Government.

(4)Where more than one adjudicating officers are
appointed, the Central Government shall specify
by order the matters and places with respect to
which such officers shall exercise their jurisdiction.



* (5) Every adjudicating officer shall have the
powers of a civil court which are conferred on
the Cyber Appellate Tribunal under sub-section
(2) of section 58, and -

(a) all proceedings before it shall be deemed
to be judicial proceedings within the meaning
of sections 193 and 228 of the Indian Penal

Sec 46..contd ot

* (b)shall be deemed to be a civil court for the
purposes of sections 345 and 346 of the Code
of Criminal Procedure, 1973.

* (c)shall be deemed to be a Civil Court for
purposes of order XXI of the Civil Procedure
Code, 1908

e P.S: Execution of decrees etc (Reference)



http://www.vakilno1.com/bareacts/CivilProcedure/Civil-Procedure-Code-1908-1.htm

* Secretary of Information Technology of
each of the States or of Union
Territories shall provide the
infrastructure and maintain the records
of the matters handled by AO
functioning in the States/Union
Territories

Notification of

25t March
PAOIOR




* No court shall have jurisdiction to
entertain any suit or proceeding in respect
of any matter which an adjudicating
officer appointed under this Act or the
Cyber Appellate Tribunal constituted

6 1 C'Vl | CO u rt under this Act is empowered by or under

this Act to determine and no injunction
shall be granted by any court or other
authority in respect of any action taken or
to be taken in pursuance of any power

j u rl S d | Ct | O n conferred by or under this Act.

* Provided that the court may exercise
jurisdiction in cases where the claim for
injury or damage suffered by any person
exceeds the maximum amount which can
be awarded under this Chapter.

not to have

Naavi www.naavi.org 50



Naavi
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e Appeal from the Adjudication
e Cyber Appellate Tribunal

 Now merged with TDSAT
(Telecom Disputes Settlement
appellate tribunal)

* Further appeal to the High Court of
jurisdiction relevant to the place of
adjudication

51



Offences under ITA
2008




Sec 65
Tampering with
Computer
Source

Documents

Naavi

www.naavi.org

Whoever

knowingly or intentionally

conceals, destroys or alters or intentionally or

knowingly causes another

to conceal, destroy or alter

any computer source code used for a computer,
computer programme, computer system or
computer network,

when the computer source code is required to
be kept or maintained by law for the time
being in force,

* shall be punishable with imprisonment
up to three years, or with fine which may
extend up to two lakh rupees, or with
both.

Explanation - For the purposes of this section,
"Computer Source Code" means the listing of
programmes, Computer Commands, Design and
layout and programme analysis of computer
resource in any form.

53



* If any person, dishonestly, or fraudulently, does any act referred

66 COmpUter to in section 43,

* he shall be punishable with imprisonment for a term
Related

* Explanation:

which may extend to three years or with fine which may
extend to five lakh rupees or with both.
O ffe n C e S * For the purpose of this section,-
e a)the word "dishonestly" shall have the meaning
assigned to it in section 24 of the Indian Penal
Code;

* b) the word "fraudulently"” shall have the meaning
assigned to it in section 25 of the Indian Penal
Code.

Naavi www.naavi.org 54



66..contd

Naavi

e Sec 24/25 of IPC
e 24. "Dishonestly"

* Whoever does anything with the
intention of causing wrongful
gain to one person or wrongful
loss to another person, is said to
do that thing "dishonestly".

e 25. "Fraudulently"

* A person is said to do a thing
fraudulently if he does that thing
with intent to defraud but not
otherwise.

www.naavi.org 55



66 A Punishment for
sending offensive
messages through
communication
service, etc (Now

Scrapped)

Naavi

www.naavi.org

Any person who sends, by means of a
computer resource or a communication device,-

a) any information that is grossly offensive
or has menacing character; or

b) any information which he knows to be
false, but for the purpose of causing
annoyance, inconvenience, danger,
obstruction, insult, injury, criminal
intimidation, enmity, hatred, or ill will,
persistently by making use of such
computer resource or a communication
device,

c) any electronic mail or electronic mail
message for the purpose of causing
annoyance or inconvenience or to deceive
or to mislead the addressee or recipient
about the origin of such messages
(Inserted vide ITAA 2008)

shall be punishable with imprisonment for a
term which may extend to three years and
with fine.

56



Sec 66A (Scrapped)..contd




Section 66B..Stolen

Computer

 Whoever
* dishonestly receives or retains

e any stolen computer resource or
communication device knowing or
having reason to believe that the
same to be a stolen computer
resource or communication
device, shall be punished with

imprisonment of either
description for a term which may
extend to three years or with fine
which may extend to rupees one
lakh or with both.

Naavi www.naavi.org 58



* Whoever,

* fraudulently or dishonestly make
use of the electronic signature,
password or any other unique

SECt | on 6 6 C :E;jeerzg:‘]i'cation feature of any other
| d e nt|ty Th eft « shall be punished with

imprisonment of either description
for a term that extends upto three
years and shall also be liable to fine
which may extend to rupees one
lakh

Naavi www.naavi.org 59



Sec 66D:
Impersonation

www.naavi.org



Section 66
E:.Video
Voyeurism




66 E..contd




Section
66F:Cyber
Terrorism




Sec 66F..contd




67 Punishment
for publishing or
transmitting
obscene
material in
electronic form

www.haavi.org



67 A: Punishment
for publishing or
transmitting of
material containing
sexually explicit
act,etc. in electronic
form

www.naavi.org



* Exception: This section and section 67
does not extend to any book, pamphlet,
paper, writing, drawing, painting,
representation or figure in electronic
form-

(i) the publication of which is proved
Sec 67 to be justified as being for the public
good on the ground that such book,
A CO ntd pamphlet, paper, writing, drawing,
- painting, representation or figure is in
the interest of
science,literature,art,or learning or
other objects of general concern; or

* (ii) which is kept or used bona
fide for religious purposes.
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Whoever,-

(a) publishes or transmits or causes to be published or
transmitted material in any electronic form which depicts
children engaged in sexually explicit act or conduct or

(b) creates text or digital images, collects, seeks, browses,
downloads, advertises, promotes, exchanges or distributes
material in any electronic form depicting children in obscene
or indecent or sexually explicit manner or

(c) cultivates, entices or induces children to online relationship
with one or more children for and on sexually explicit act or in
a manner that may offend a reasonable adult on the

S e Ct i O n 6 7 B : computer resource or

(d) facilitates abusing children online or

(e) records in any electronic form own abuse or that of others
pertaining to sexually explicit act with children,

shall be punished on first conviction with imprisonment of
either description for a term which may extend to five years
and with a fine which may extend to ten lakh rupees and in
the event of second or subsequent conviction with
imprisonment of either description for a term which may
extend to seven years and also with fine which may extend to
ten lakh rupees:
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Sec

67B..contd

Naavi

www.naavi.org

Provided that the provisions of section 67,
section 67A and this section does not extend to
any book, pamphlet, paper, writing, drawing,
painting, representation or figure in electronic
form-

(i) The publication of which is proved to be
justified as being for the public good on the
ground that such book, pamphlet, paper writing,
drawing, painting, representation or figure is in
the interest of science, literature, art or learning
or other objects of general concern; or

(ii) which is kept or used for bonafide heritage or
religious purposes

Explanation: For the purposes of this section,
"children" means a person who has not
completed the age of 18 years.
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e Whoever abets

* any offence shall, if the act abetted is
committed in consequence of the
84 B abetment, and no express provision is
made by this Act for the punishment of
such abetment,

P un IS h me nt * be punished with the punishment

provided for the offence under this Act.

e Explanation: An Act or offence is said
to be committed in consequence of
abetment, when it is committed in
consequence of the instigation, orin
pursuance of the conspiracy, or with
the aid which constitutes the
abetment.

for abetment
of offences
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S4C
Punishment

for attempt to
commit
offences

Naavi
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 Whoever attempts

* to commit an offence punishable by this Act or
causes such an offence to be committed, and in
such an attempt

* does any act towards the commission of the
offence,

shall, where no express provision is made
for the punishment of such attempt,

be punished with imprisonment of any
description provided for the offence, for a
term which may extend to one-half of the
longest term of imprisonment provided
for that offence, or with such fine as is
provided for the offence or with both.
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Cognizability, Bailability, Compundability

NEEY

0-3 years

3 years

Above 3 years

Non Cognizable, (Bailable),
Compoundable

Cognizable, Bailable,
Compoundable (with exceptions)

Cognizable, Non Bailable,
Non Compoundable

www.naavi.org



Section &0 :
Power of Police

Officer and

Other Officers
to Enter,
Search, etc

* (1) Notwithstanding anything contained in the
Code of Criminal Procedure, 1973, any police
officer, not below the rank of a Inspector or
any other officer of the Central Government or
a State Government authorized by the Central
Government in this behalf may enter any public
place and search and arrest without warrant
any person found therein who is reasonably
suspected of having committed or of
committing or of being about to commit any
offence under this Act

* Explanation- For the purposes of this sub-
section, the expression "Public Place"
includes any public conveyance, any hotel,
any shop or any other place intended for
use by, or accessible to the public.



/5 : Actto

apply for
offence or

contraventions
committed
outside India

Naavi
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* (1) Subject to the provisions of sub-
section (2), the provisions of this Act
shall apply also to any offence or
contravention committed outside India
by any person irrespective of his
nationality.

* (2)For the purposes of sub-section (1),
this Act shall apply to an offence or
contravention committed outside India
by any person if the act or conduct
constituting the offence or
contravention involves a computer,
computer system or computer network
located in India.
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e Amendment to ITA 2000/8

* Government is planning to
undertake a complete
overhaul of ITA 2000 and

introduce a modified Act
Act expected to which may be called the

replace ITA 2000 Digital India Act
* Draft expected shortly

New Digital India
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How [TA 2008
Impacts an |T
Company?




Data
Protection

Cyber Law College



New Data
Protection Act
Expected




72

A Punishment
for Disclosure of
information in
breach of lawful
contract
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Sec /2A

Cyber Law College




Sec
/2A. liability
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6/ C Preservation
and Retention of
information by
intermediaries
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Section 6/C

Cyber Law College



Implications
of Section 69
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Implications
of Section
69A
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Implications
of Section
69B
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Sec /0-
Protected
System
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Sec 85:
Offences by
Companies.




Sec 85..contd




Sec /9:
Exemption

from liability of
intermediary in
certain cases
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Sec 79..contd




Implications
of Sec 85

Cyber Law College



Implications
of Sec 85
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Seven basic
compliance
requirements
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The Case of
uhas Katti

S




The Case of
uhas Katti..2

S




The Case of
uhas Katti..3

S




The Case of Suhas Katti..4

* Judgement by Thiru D Arul Raj

* SK convicted for a total of 5 years of
imprisonment and Rs 5000 fine

* 2vyears Rl +Rs 4000 under Sec 67 of
ITA-2000

e 2 years RI+ Rs 500 under Section 469
(Forgery for harming reputation)

* 1year under + 500 under Section 509
(Insulting the modesty of woman)

* To run concurrently
* Commission of offence February 7, 2004
* Complaint dated February 14 2004
* Arrest of the Accused on February 18, 2004
Date of Judgement November 5, 2004

www.naavi.org



 State of Tamil Nadu Vs Suhas Katti
* Application of Section 67/ITA 2000
along with ther sections of IPC,
Ca SES fO [ Foregery and Outraging the
modesty of woman

St U d y * Acceptability of Section 65B
certified electronic document on
Yahoo server
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Cases for :

study
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* S.Umashankar Vs ICICI Bank (2008)

Adjudication against bank for a Phishing
fraud

Customer had responded to the Phishing
Mail in the name of the Bank

6,46,000/- had been transferred out of
the account and credited to a current
account in ICICI Bank at Mumbai.

Rs 4,60,000/- withdrawn by the current
account holder

Rs 35,000/- adjusted to overdraft

* Adjudication process launched at Chennai

Rs 150,171 returned.
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e Customer contended that there was negligence
on the part of the Bank

* Invoked Section 43 along with Section 85

* Negligence for not using digital signature
for operations and not identifying an
unusual transaction at the Mumbai

branch
* Appropriating part of the proceeds

St u d y * Erasing evidence of CCTV footage etc

* Bank defended
* Customer was negligent in answering the
Phishing mail
e Contract on the website provides
indemnity

Cases for

Naavi www.naavi.org 105



* Bank’s defence countered
* RBI Guidelines on Internet Banking

* Digital signature mandatory under ITA
2000

e Standard form contract
unconscionable

* Involved forgery

Cases for

study

* AO gave his award in favour of the
customer in 2010...Bank went on appeal

* TDSAT confirmed the award

* Held Bank’s negligence tantamounts
to “Assistance” under Section 43(g)
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* Baazee.com

e Intermediary liability under Section 79 for
a Section 67 offence

* A customer of Bazee.com posted an
obscene video for sale in the C2CE
Commerce platform

Ca S e S fO r e The customer was charged under

Section 67 Bazee.com CEO and GM
was also charged

study

* Acquitted by Supreme Court
only beause the Police had filed
the case against the CEO
without arraigning the
Company.

e Check Naai.org for more
details
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Section 65B
of IEA




WWW.ceac iﬂ Cyber Evidence Archival Center

Archival CEAC-EDB Cyber-Notice Arbitration Miscellaneous FAQ Contact Collaboration Home  Activily Members

What this Cyber Evidence Archival Center is All About Social
B ¥ in

CEAC is a Multifaceted Service Center iding a “Trusted Third Party Cyber Law Recent Posts
Assurance Service” .The service is a first of the kind global service backed by the C

provisions of Information Technology Act 2000 (ITA 2000) as amended by Information
Technology Act 2008 (ITA 2008).

CEAC was started in 2c to provide assistance to Cyber Law Practitioners and Law
Enforcement Agencies with a service that can convert electronic evidence into admissible
paper evidence for the purpose of submission in a Court of Law as per Section 65B of
Indian Evidence Act. CEAC is proud to have been associated with the Chennai Police in

Www.nhaavi.org NEEW] 110



* Shaporji Palloniji

* E Tender process not followed for
alleged technical failure

* Refer naavi.org for details

Cases for

study

Naavi www.naavi.org 111



e PV Basheer Vs PV Anvar

e Shafthi Mohammad

* Court has discretion to accept
electronic evidence and waive Section

Cases for 658

» Refer naavi.org for details

St U d y * Arjun Panditrao Khotkar V. Kailash
Kushanrao Gorantyal

* Clarified that Shafi Mohammad
ruling was incorrect
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Intermediary

Guidelines-February
25, 2021
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Section /9-
Protection-
When
applicable and
When Not..

INEEWV]

(2)The provisions of sub-section (1) shall apply if-

(a) the function of the intermediary is limited to providing access to a communication system over which
information made available by third parties is transmitted or temporarily stored; or

(b) the intermediary does not-
e (i) initiate the transmission,
» (i) select the receiver of the transmission, and

* (iii) select or modify the information contained in the transmission

(c) the intermediary observes due diligence while discharging his duties under this Act and also observes such
other guidelines as the Central Government may prescribe in this behalf

(3)The provisions of sub-section (1) shall not apply if-

(a) the intermediary has conspired or abetted or aided or induced whether by
threats or promise or otherwise in the commission of the unlawful act (ITAA 2008)

(b) upon receiving actual knowledge, or on being notified by the appropriate
Government or its agency that any information, data or communication link
residing in or connected to a computer resource controlled by the intermediary is
being used to commit the unlawful act, the intermediary fails to expeditiously
remove or disable access to that material on that resource without vitiating the
evidence in any manner.

Explanation:- For the purpose of this section, the expression "third party information" means any

information dealt with by an intermediary in his capacity as an intermediary
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Shreya Singhal

Not otherwise on own judgement

e 79(3)(b) being read down to mean that

* an intermediary upon receiving actual knowledge from a court order or on
being notified by the appropriate government or its agency that unlawful
acts relatable to Article 19(2) are going to be committed then fails to
expeditiously remove or disable access to such material.

* Similarly, the Information Technology “Intermediary Guidelines” Rules, 2011
are valid subject to Rule 3 sub-rule
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Visakha
Industries
Case: SC
December 10,
2019




Due Diligence —Classification of
intermediaries

A company which is not primarily engaged in such

transaction is not a social media intermediary
solely by use of information dissemination to its

° Intermediaries W|” be ClaSSi employees or customers or business associates
* Intermediaries,
* Social Media Intermediaries and
 Significant Social Media Intermediarie®

* ‘social media intermediary” means an intermediary which primarily or solely enables
online interaction between two or more users and allows them to create, upload, share,
disseminate, modify or access information using its services;

* ‘significant social media intermediary’ means a social media intermediary having
number of registered users in India above such threshold as notified by the Central
Government;
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Due Diligence
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Due
Diligence-
Removal of
Content




Due Diligence




Grievance
Redressal...




Grievance
Redressal...




Thank You...Questions?

For more information
* Contact me at: www.naavi.org

L Refer
or www.fdppi.in WWW.naavi.org
* Or through the Android App -E Books on Cyber

Crimes, Electronic

Signatures, Section
65B etc

-Print book on
Personal Data
Protection Act

SLLLLLLLLLLLLLLLLL
LL\.LLL LLLL._'_LL....'_‘_.

CYBER LAW GURU

Building a Cyber Law Compliant Business Management System NEE!


http://www.naavi.org/
http://www.fdppi.in/
http://www.naavi.org/
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